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WHAT IS CLAIMED IS: 

1. A method for processing data comprising: 
receiving a first biometric data and a first personal key; 

processing the first biometric data and the first personal key through an 
irreversible cryptographic algorithm to form a first processed data; 

receiving a second biometric data and a second personal key; 

processing the second biometric data and the second personal key through the 
irreversible cryptographic algorithm to form a second processed data; 

comparing the second processed data to the first processed data; and 

generating a signal pertaining to the comparison of the second processed data 
to the first processed data. 

2. The method of claim 1 further comprising generating a first variant from the 
first biometric data prior to processing the first biometric data and the first 
personal key through the irreversible cryptographic algorithm. 

3. The method of claim 1 further comprising generating a second variant from 
the second biometric data prior to processing the second biometric data and 
the second personal key through the irreversible cryptographic algorithm. 

4. The method of claim 1 further comprising processing the first biometric data 
through a secondary irreversible cryptographic algorithm prior to processing 
the first biometric data and the second biometric data through the irreversible 
cryptographic algorithm. 

5. The method of claim 1 further comprising adding salt to the first biometric 
data and the first personal key. 

6. The method of claim 1 further comprising processing the first personal key 
through a cryptographic algorithm prior to processing the first biometric data 
and the first personal key through the irreversible cryptographic algorithm. 

7. The method of claim 1 further comprising associating a first primary key to 
the first processed data. 

8. The method of claim 1 further comprising associating a second primary key to 
the second processed data. 

9. The method of claim 1 wherein receiving the first biometric data and the first 
personal key occurs during an enrollment process. 
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10. The method of claim 1 wherein receiving the second biometric data and the 
second personal key occurs during an authentication process. 

11. The method of claim 1 wherein generating a signal includes issuing a 
confirmation signal when the second processed data matches the first 
processed data. 

12. The method of claim 11 wherein issuing a confirmation signal allows access to 
a facility. 

13. The method of claim 11 wherein issuing a confirmation signal allows access to 
a system. 

14. The method of claim 1 wherein generating a signal includes issuing a rejection 
signal when the second processed data does not match the first processed data. 

15. The method of claim 1 further comprising storing the first processed data in a 
database. 

16. The method of claim 15 wherein the database includes a plurality of first 
processed data. 
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17. A method for processing data comprising: 
receiving biometric data and a personal key; 

processing the biometric data and the personal key through an irreversible 
cryptographic algorithm to form a processed data; and 
comparing the processed data to secondary data. 

18. The method of claim 17 further comprising generating a variant from the 
biometric data prior to processing the biometric data and the personal key 
through the irreversible cryptographic algorithm. 

19. The method of claim 17 further comprising processing the biometric data 
through a secondary irreversible cryptographic algorithm prior to processing 
the biometric data and the personal key through the irreversible cryptographic 
algorithm. 

20. The method of claim 17 further comprising adding salt to the biometric data 
and the personal key prior to processing the biometric data and the personal 
key through the irreversible cryptographic algorithm. 

21. The method of claim 17 wherein receiving the biometric data and the personal 
key occurs during an authentication process. 

22. The method of claim 17 further comprising associating a primary key with the 
biometric data and the personal key. 

23. The method of claim 17 wherein the secondary data includes a secondary 
biometric data and a secondary personal key. 

24. The method of claim 23 wherein the secondary biometric data and the 
secondary personal key is received during an enrollment process. 

25. The method of claim 17 further comprising generating a signal corresponding 
to the comparison of the processed data to the secondary data. 

26. The method of claim 25 wherein generating a signal includes issuing a 
confirmation message when the processed data matches at least a portion of 
secondary data. 

27. The method of claim 25 wherein generating a signal includes issuing a denial 
message when the processed data does not match at least a portion of 
secondary data. 

28. The method of claim 25 wherein generating a signal allows entry into a 
facility when the processed data matches the secondary data. 
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29. The method of claim 25 wherein generating a signal allows entry into a system 
when the processed data matches the secondary data. 
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30. For a system for processing data and a computer readable medium containing 
program instructions for execution by a computer for performing the method 
for processing data comprising: 

receiving a first biometric data and a first personal key; 

processing the first biometric data and the first personal key through an 
irreversible cryptographic algorithm to form a first processed data; 

receiving a second biometric data and a second personal key; 

processing the second biometric data and the second personal key through the 
irreversible cryptographic algorithm to form a second processed data; 

comparing the second processed data to the first processed data; and 

generating a signal pertaining to the comparison of the second processed data 
to the first processed data. 

3 1 . The computer readable medium for performing the method of claim 30 further 
comprising generating a first variant from the first biometric data prior to 
processing the first biometric data and the first personal key through the 
irreversible cryptographic algorithm. 

32. The computer readable medium for performing the method of claim 30 further 
comprising generating a second variant from the second biometric data prior 
to processing the second biometric data and the second personal key through 
the irreversible cryptographic algorithm. 

33. The computer readable medium for performing the method of claim 30 further 
comprising processing the first biometric data through a secondary irreversible 
cryptographic algorithm prior to processing the first biometric data and the 
second biometric data through the irreversible cryptographic algorithm. 

34. The computer readable medium for performing the method of claim 30 further 
comprising adding salt to the first biometric data and the first personal key 
prior to processing the first biometric data and the second biometric data 
through the irreversible cryptographic algorithm. 

35. The computer readable medium for performing the method of claim 30 further 
comprising processing the first personal key through a reversible 
cryptographic algorithm prior to processing the first biometric data and the 
first personal key through the irreversible cryptographic algorithm. 

36. The computer readable medium for performing the method of claim 30 further 
comprising associating a first primary key to the first processed data. 
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37. The computer readable medium for performing the method of claim 30 further 
comprising associating a second primary key to the second processed data. 

38. The computer readable medium for performing the method of claim 30 
wherein receiving the first biometric data and the first personal key occurs 
during an enrollment process. 

39. The computer readable medium for performing the method of claim 30 
wherein receiving the second biometric data and the second personal key 
occurs during an authentication process. 

40. The computer readable medium for performing the method of claim 30 
wherein generating a signal includes issuing a confirmation signal when the 
second processed data matches the first processed data. 

41. The computer readable medium for performing the method of claim 40 
wherein issuing a confirmation signal allows access to a facility. 

42. The computer readable medium for performing the method of claim 40 
wherein issuing a confirmation signal allows access to a system. 

43. The computer readable medium for performing the method of claim 30 
wherein generating a signal includes issuing a rejection signal when the 
second processed data does not match the first processed data. 

44. The computer readable medium for performing the method of claim 30 further 
comprising storing the first processed data in a database. 

45. The computer readable medium for performing the method of claim 44 
wherein the database includes a plurality of first processed data. 
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46. For a system for processing data and a computer readable medium containing 
program instructions for execution by a computer for performing the method 
for processing data comprising: 

receiving biometric data and a personal key; 

processing the biometric data and the personal key through an irreversible 
cryptographic algorithm to form a processed data; and 
comparing the processed data to secondary data. 

47. The computer readable medium for performing the method of claim 46 further 
comprising generating a variant from the biometric data prior to processing the 
biometric data and the personal key through the irreversible cryptographic 
algorithm. 

48. The computer readable medium for performing the method of claim 46 further 
comprising processing the biometric data through a secondary irreversible 
cryptographic algorithm prior to processing the biometric data and the 
personal key through the irreversible cryptographic algorithm. 

49. The computer readable medium for performing the method of claim 46 further 
comprising adding salt to the biometric data and the personal key prior to 
processing the biometric data and the personal key through the irreversible 
cryptographic algorithm. 

50. The computer readable medium for performing the method of claim 46 
wherein receiving the biometric data and the personal key occurs during an 
authentication process. 

51. The computer readable medium for performing the method of claim 46 further 
comprising associating a primary key with the biometric data and the personal 
key. 

52. The computer readable medium for performing the method of claim 46 
wherein the secondary data includes a secondary biometric data and a 
secondary personal key. 

53. The computer readable medium for performing the method of claim 52 
wherein the secondary biometric data and the secondary personal key is 
received during an enrollment process. 

54. The computer readable medium for performing the method of claim 46 further 
comprising generating a signal corresponding to the comparison of the 
processed data to the secondary data. 



Dkt. No. 30652/007A - 16 - PATENT 

55. The computer readable medium for performing the method of claim 54 
wherein generating a signal includes issuing a confirmation message when the 
processed data matches at least a portion of secondary data. 

56. The computer readable medium for performing the method of claim 54 
wherein generating a signal includes issuing a denial message when the 
processed data does not match at least a portion of secondary data. 

57. The computer readable medium for performing the method of claim 54 
wherein generating a signal allows entry into a facility when the processed 
data matches the secondary data. 

58. The computer readable medium for performing the method of claim 54 
wherein generating a signal allows entry into a system when the processed 
data matches the secondary data. 



